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BcTynneHue
[TpoTtokon SSL obecnieunBaeT 3alTUIIICHHBIM OOMEH JAaHHBIX 32 CUET JABYX CJICAYIONINX DJIEMEHTOB:

o AyTeHTHUKAIUSA

o Illudposanue

SSL ucnonb3yeTr acCuMMETpUYHYIO KpUnTorpaduio 1 ayTeHTU(GUKAMK KITFouel oOMeHa, CHMMETPHYHBIH
mudp 1715 coXpaHeHUs! KOH(DUACHIMAIBHOCTH, KOJIbl Ay TEHTU(UKALUK COOOIEHUH Ul eIOCTHOCTH
COOOIIIEHUN.

[Ipotokon SSL npenocrapisieT "0e30macHbIil KaHal'", KOTOPBIA UMEET TP OCHOBHBIX CBOMCTBA!

1. Kanan sBisercst yactHbiM. LIndpoBanue ucmonb3yeTcs Ui BCeX COOOLICHUH TOCIIE TIPOCTOTO
JIMaJIora, KOTOPBIN CIYKUT JUIsl ONPEIEICHNs CEKPETHOrO KIFoya.

2. Kanan ayrentudunupoad. CepBepHasi CTOpOHA JHajiora BCera ayTeHTU(OUIUPYETCs, a KITMSHTCKast
JIEJAaeT 3TO OMLMOHHO.

3. Kanan nanexxen. TpancnopTupoBka cooOIIeHUi BKIIIOYAET B ce0s1 MPOBEPKY LIETOCTHOCTH.

[IpeumymiectBom SSL siBsieTCs TO, UTO OH HE3aBUCHM OT MIPUKIIAJAHOTO MpoTokoia. IIpoTokossl
npunoxenudt (HTTP, FTP, TCP u 1.1.) MoryT paboTats noBepx npotokosia SSL coBepIieHHO IpOo3payHo, T.€.
SSL MOeT coraacoBbIBaTh ATOPUTM MU(GPOBAHKS U KITFOY CECCUH, a TAK)KE ayTEHTU()UIIUPOBATH CEPBEP 110
TOT0, KaK MPUJIOKEHUE IPUMET WM TIepEIacT MEePBBIA OaUT cOOOIIEHUS.



PaccmoTpuM nosTanHoe co3iaHue 3alUIeHHOr0 COeAMHEH U 10 cpencTBaM SSL cepTudukanuu Ha
npumepe «Cepaep naHHbIX» — «Kaccay.
Co3aHne Takoro COeIMHEHHS MTPEIIoaraeT TP OCHOBHBIE dTara:
1. Cosmanue Tpex THIOB cepTH(GHUKATOB (KOPHEBO, CEPBEPHBIIN U KJIMEHTCKHUH).
2. VmnoptupoBanue cepTu(UKaTOB B COOTBETCTBYIOIIEE XPAHUIHIIA
3. Hactpoiika npunoxeHHid.

Huxe paccMoTpuM Kax/iblil U3 3TUX 3TanoB 0oJiee NoIApOOHO.

CospgaHue ceptucmnkaToB

Jst cozmanus SSL ceptudukaToB B komiuiekce «OpenStore» ucnosb3yercs npuiioskeHne « MeHemkep
cepTUPHUKATOB 6€30aCHOCTHY, [0 YMOITYAHHUIO JaHHOE MPHIIOKEHHE HAXOAUTCS 110 ey IoleMy MyTu:
«Ilyck» - «OpenStorey - «OpenStorey - « IHCTpyMEHTBD».

OcHoBHOE OKHO npuiiokeHust (PrucyHok 1) cocTOUT U3 AByX 00JsacTell, B BEpXHEH 4acTH OKHA CO3/aF0TCS
KOpHEBbIC CEpTUDUKATHI, B HUKHEH CEpBEPHBIC U KIIMEHTCKHE. KpoMe 3Toro B mpaBoii yacTh OKHA HaXOMSATCS
(yHKIIMOHAJIbHBIE KHOIIKH, KOTOPBIE TIO3BOJISIIOT CO3/1aBaTh, YAAIATh, @ TAKXKE SKCIIOPTUPOBATH BEIOpaHHBIE

CepTU(HKATHI.

@ Menegxep cepTUdMEaToE BES0NACHOCTH @

Homy Beigan Kem BbigaH Cpok geicTena
ChAcertificate CAcertificate 31.12.2039
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CepsepHbie cepTHdHKaTL Knuentckme cepTedukaThl

Komy B=igaq Kem BblgaH Cpok geicrena
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Pucynok 1 «MeHemkep cepTH(PHKATOB 6€30MACHOCTH»
[Tocne Toro kak NpuIoKeHHE OBUIO 3aITyICHO B MIEPBYIO OYEPEIb CO3/1aeTCsi KOPHEBOH cepTu(UKaT, IS
9TOI'o B BerHeﬁ 001aCTH OKHA HAKMUTE KHOIIKY «COBI[aTI)», MOSABUTHCA OKHO CO3/JaHUS KOPHEBOI'O
ceptudukara, B CTpoke «H30amenb cepmuguxamay clieqyeT BBECTH JIOTHUECKUE UMS ISl CO3/1aBaeMOT0

00BEKTA. 06paTI/ITe BHUMAHHC, UTO B HA3BAHWHU HC JOITYCKACTCA UCIOJb30BAHUC KUPUINIMYCCKHUX CUMBOJIOB U
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cumBoia npoben. Kpome HazBaHus ceprudukaTa HEOOXOAUMO YKa3aTh CPOK €r0 ICHCTBUS, IO YMOTYAHHUIO
ykaszbiBaercst 2040 roj, Mo UCTEYSHHIO YKa3aHHOTO CpOKa KOPHEBOH cepTu(uKaT u cepTuuKaThl,
OTHOCAIINECS K HEMY, OyIyT He IeHCTBUTEIBHBI.

Haxas xHonky «IIpuHATEY», BBI HIepeiiieTe B ciaeayioliee OKHO, Iie HE0OX0IMMO yKa3aTh Mapoib AJs
JaHHOTO cepTudukaTa, MapoiIb MOKET COCTOAT U3 UGPOOYKBEHHBIX CHMBOJIOB JJATUHCKOTO an(aBuTa,
HCI0JIb30BaHNE KUPWIJIMYECKUX CUMBOJIOB HeloyctuMo. [laposs cieayer BBecTu Tpu pasa, epBbIe pa3
CO3/1aB €ro, BTOPOU U TPETHH pa3 SBJISIOTCS MOATBEPKACHUEM. Y Ka3aHHBIN MMapoJib OyAeT HEOOXOIUM TIPH
JKCIIOPTUPOBAHUN/UMIIOPTUPOBAHUU cepTU(]UKATA, a TAKXKE Ha HTAre CO3JaHUH CEPBEPHBIX U KIMEHTCKUX
ceptudukatoB. Kpome 3T0ro cymiectsyer BO3MOXHOCTb CO3/1aBaTh CepTH(UKATHI 6€3 BBOJIA MapOJIsl, KHOMKA
«OTCyTCTBYET» Ha 3Tale CO3AaHus MapoIs 3aKPHITOTO KIII0Ya, HO TAKOH MOIXO MPUBEIET K MOHMKEHHIO
YpOBHsI 0€30MMaCHOCTH 3aIIHUIEHHON CETH.

3aBepuUInB C CO3JaHUEM KOPHEBOTO cepTUdUKaTa ClIeyeT MPUCTYIUTh K CO3JIaHUIO CEPBEPHOTO U
KJIMEHTCKOTO cepTUuKaToB. Tak KaKk MPUHLHKII CO3/IaHUS CEPBEPHOTO U KIIMEHTCKOTO CepTU(UKATOB HE
OTJIMYAETCs NOJPOOHO PACCMOTPUM CO3aHUE TOJIBKO CEPBEPHOrO cepTU(UKaTa.

J11s 5TOTO B HM)KHEH YacTH OKHa BbIOepeTe BKIaAKy «CepBepHbIe CepTUPHUKATED) U HAKMHUTE KHOTIKY
«Co31atb» mocse yero NosiBUTCS OKHO, B KOTOPOM, 110 aHAJIOTHUHU C CO3/IaHuEM KOPHEBOTo cepTu(ukara
HEO0OXOMMO yKa3aTh JOTHYECKOE UM CEPBEPHOTO cepTuduKaTa (JITAaTHHCKUE CUMBOJIBI 0€3 POOEIOB), CPOK
ero JeiicTBus u naposib. ObpaTure BHUMaHUE, YTO MPHU CO3AHUU MAPOJIs B IEPBOM U BO BTOPOM OKHE
yKa3bIBAETCS Mapojb CEPBEPHOTO CEPTH(PHKATA, a B TPETHEM OKHE CIIe/IyeT yKa3aTh MapoJib KOPHEBOTO
ceptudukara.

[Tocne Toro kak ObUIM CO3AaHBI BCE HEOOXOAUMBIE CepTU(UKATHI, 2 UMEHHO KOPHEBOM, CEpBEPHBIN U
KIIMEHTCKUN UX HEOOXOUMO 3KCIIOPTUPOBATh B COOTBETCTBYIOIIME XPAHUIIMIIA.

DKenopT cepTU(UKATOB ISt CEPBEPHOTO M KIIMEHTCKOTO MPHIIOKEHUS OTIIMYHBIA JPYT OT Apyra, MOITOMY

pPacCMOTPHUM KaKIIbI U3 HUX OTHEIIBHO.

3KCHODT CeDTl/ld)I/[KaTOB AJISE CEPBEPHOIO NMPUJ0KCHHUSA.

DKCTOPTHPOBATH HEOOXOIUMO BCE TPHU CepTU(HHUKATA, HO C TEM OTIMYUEM, YTO KOPHEBOU U KITMEHTCKHE
cepTUUKATHI SKCTIOPTUPYIOTCS 06€3 3aKpHITOTO KJIH04a, B TO BpeMsl KaK CEpBEPHBIN cepTU(PHUKAT JOIKEH
HMMETh 3aKPBITHII KITI0Y. DKCIOPTHPOBATH CEPTUPUKATHI ISl cepBepHOro mpuiiokenus (CepBep JaHHBIX),
HE00XO0IUMO KaK[IbIi OT/IEIBHO, JJIS ATOTO B PHIIOKEeHNU «MeHekep cepTUhUKATOB O€30MacCHOCTI
BbIOEPUTE HYKHBIN M HAXMUTE KHOIIKY « DKCIIOPTUPOBAThY, Jajlee OKHA 3KCIIOPTa OTJIMYAIOTCS APYT OT
Jpyra, I03TOMY PaCCMOTPUM KaXKI0€ U3 HUX OTAEIBHO.

e KopHneeoii cepmugpuxam. B okHe dKcriopTa BEIOEpUTE My Th Kya OyJeT coxpaHeH ¢aiii, a Takxke
YCTAaHOBUTE TAJIOUKY HAMPOTHUB TOJIT « DKCIIOPTUPOBATH (haidn cepTudukara. *.cer»
e Cepeepnulii cepmugpuxkam. B nepBoM OKHE IKCIIOpTa HEOOXOJMMO BBECTH MAPOJIb CEPBEPHOTO

CepTI/I(I)I/IKaTa, AaJieC MOABUTHCA OKHO MACTEPpa 3KCIIOPTa CepTI/Iq)I/IKaTOB HaXKMHUTC KHOIIKY «I[anee», B
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CJIEAYIOLIEM OKHE CleyeT BhIOpaTh MyHKT «/la, 3KCIIOPTUPOBATh 3aKPBITHIN KIHOU», Jajiee
OCTaBJIIETE IMyHKT 110 YMOJYAHUIO, B CIEIYIOIIEM OKHE BBEAUTE MapOiIb cepTU(UKATA U B TIOCIECTHEM
OKHE BBIOEpHUTE IyTh U UMsI COXpaHseMoro (haiina

o Knuenmckuit cepmughuxam. I1pu sKcriopTe KIMEHTCKOTO cepTU(HKATa CIeIyeT MOBTOPHUTH BCE TE
e JIeHCTBUS, KOTOPbIE OBUIHM MTPOU3BEAEHBI C SKCIIOPTOM CEPBEPHOIO C OJTHUM JIUIIb OTIHYUEM,

OKCIIOPTHPOBATH HeO6XOI[I/IMO oe3 COXpPaHCHUA 3aKPBITOT'O KIIKOYa.

DKCHOPT cePTHHUKATOB JUIST KJIMEHTCKOr0 NPUJI0KeHUS

J1st yIIpoIeHus 3KCIIOpTa/UMITIOPTa CEPTH(PHUKATOB TSI KIIMEHTCKOTO TMPHIIOKEHUS TIPEeyCMOTpeHa
BO3MOKHOCTH IKCIIOPTUPOBAHHMS HY)KHBIX CEpTH(UKATOB ITAKETHBIM (ailyioM ¢ pacumpeHneM *.Xml naHHbli
¢aiin Oyzer comepkarh BCIO HEOOXOJUMYIO HHPOPMALIUIO.

JU1st TaKOTO AKCTIOpPTa B MPUIIOKEHUH «MeHemKkep cepTUPUKATOB 0€30MaCHOCTHY MEPEUIUTE BO BKIAAKY
«Knmmentckue cepTuHUKATED U HAXMHATE KHOTIKY «C0371aTh TAaKeT», lajee B MOSBUBIIEMCSI OKHE BaM
HEOOXOMMO yKa3aTh IyTh U UMS CO3/1aBAeMOT0 MAKeTa, TAKXKE CJIETyeT BBECTH MApOJIb KIMEHTCKOTO
cepTU(UKaTa, €CIIU BBl CO3aBaJId cepTHU(UKAT Oe3 Maposist OCTaBbTE COOTBETCTBYOLIEE MoJjie MycThiM. Kpome
3TOTO JIOJDKEH B MAKET JOJDKEH ObITh SKCIIOPTUPOBAH CEPBEPHBIN CEPTUHKAT, TaJOYKa B OAHOMMEHHOM

TI0JIC.



HacTtpouku cepBepa AaHHbIX
[Ipexie ueM MpUCTYNUTh K HACTPOMKE cepBepa JaHHBIX, HEOOX0IMMO UMIIOPTUPOBATh PAHEE CO3JaHHbIE

cepTU(UKATHI B IPHIIOKEHHE «MeHemKep XpaHUINILA CEPTU(PUKATOBY, TaHHON NPUII0KEHUE TOJDKHO OBITh
ycra"oBieHo Ha [IK Bmecte ¢ «CepBepoM NaHHBIX».

Jliss uMIopTupoBaHus cepTU(UKATOB 3aITyCTUTE MPHIIOKEHHE «MeHemKep XpaHuiuia ceprudukaron». B
neBoi yact okHa (PucyHok 2) BEIBOIUTCS NEPEYCHb JOCTYITHBIX KaTaIOTOB, B KOTOPBIE HEOOXOIMMO

N00aBUTH CEPTU(DUKATHI U 3aKPBITHINA KITIOY.

.Tf MleHe g ep ¥paHMAWLLA CEpTHdMEATOE EI@
=] CepTrdmKaTe |
- ._j i WanbTp (Npedwxc Kem solgan): ¥CTEHOBMTE NEKET CEPTHRHKATOE

|_JcBepeHHbI2 KOPHEESIE LEHTDE CRPTHOHKILMK
|_JCepTduEabl, K HOTOPRIM HET ASBEPKA
[loBeperHble A4LaE 4 Server CA certificate 31.12.2039

AOMY Bblgar Hem BblgzH Cpok ogicTexa S5L-nopT

PucyHnok 2 «MeHemKep XpaHUWIHIIA CEPTHHUKATOBY
PaccmoTpum Gosee moapoOHO KaX (bl U3 KaTalOTOB.

e «JIuuHbIe» - B JTaHHOM KaTaJlore XpaHsATCs 3aKPbIThIE KIIIOYH CEPBEPHBIX CePTU(HUKATOB, (aill ¢
pacumpenuem *.pfx. J{ns nobaBineHus Takoro Kito4a, B MpaBoi 001acTH BEIOPAHHOTO KaTajiora
Ha)KMUTE MPaBYI0 KHOTKY MBIIIKH U BIOepUTE MyHKT «J{00aBUTH cepTudukary, mocie 4ero cieayer
BBIOpATh (ailsl ¢ 3aKPHITHIM KIIOYOM CEPBEPHOTO cepTHU(HUKaTa, HO CTOUT OOPATUTh BHUMAHUE, YTO IO
YMOJTYaHHIO B TPABOM HUXKHEM YTIIy CTOMT (QMIIBTpP Ha (Qaifiibl ¢ pacIIUpeHUusIMH *.Cer, *.Crt, mo3romy
ykaxurte myHKT Personal Information Exchange (*.pfx). [Tocie noGaBnenus ganHbIi cepTUdHUKAT
OyzeT oToOpakaThCsi B IPABOM 00JIACTH OKHA.

e «J/loBepeHHBIE KOPHEBBIE IIEHTPA CEPTUDUKALINNY - Pa3AeI COACPKUT B ceOe MepedeHb KOPHEBBIX
CepTU(HKATOB, TYT XPAHATCS HE TOJIBKO CEPTH(PHUKATHI, KOTOPbIE Oy IyT OTHOCUTCS K IPOrPaMMHOMY

komiutekcy OpenStore, Ho u apyrue cepTuduKaThl oneparuonnsiii cucremsl Windows. Jlob6asieHue
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KOPHEBOT0 cepTu(uKaTa B JaHHBIM KaTalor HUYEM He OTIMYaeTcs OT croco0a, OIMMCAHHOTO BBIIIE, C
TEM JIMILb OTIIMYHEM, 4TO (PUIBTP IO YMOTYAHUIO YKa3aH MPAaBUIBHO.
o «CepTudukarsl, K KOTOPHIM HET JOBEPUs» - pa3/ell JOJDKEH CoJlepKaTh B cebe epeueHb
CepTU(HUKATOB, KOTOPBIE TIO TON MM MHOM MPUYMHE OBUIH AUCKPEAUTUPOBAHBI.
e «/loBepeHHbIe NHIIa» - TaHHBIN pa3Jel COAEPKUT B ceOe mepeueHb BCeX KIMEHTCKUX CepTU(UKATOB,
(aiinel ¢ pacmmpenuem *.cer,
Crnenyet 00paTuTh BHUMaHHUE, YTO IPU JOOABIECHUH HOBOTO cepTU(uKaTa HE0OXOAMMO BBOJAUTH paHee
CO3JIaHHBIH MapoJsb TOro cepTuduKaTa, KOTOPbIH BbI 100aBIIsIeTe.

[Tocne Toro kak Bce Tpu cepTU(UKATHI ObLIM JOOABIIEH CleAyeT J00aBUTh JaHHBIE O CEPBEPHOM
cepTudukare B npuwioxennu «Cepsep naHHbIX». [ 3TOro B HacTpoiikax cepBepa Bo Bkiaake «Ooume» B
nyHkte SSL ceprudukar He0OX0IMMO YKa3aTh UMs CEpBEpHOTO cepTUudHKaTa B cTpoke «Komy BeIan», B
HallleM clly4yae, Kak BUJHO Ha PucyHok 1 3to umsa «Servery.

Taxk ke Bo Bkiazke «IlopTel coequHeHni» ycraHoBUTe rajouky «Vcnosiabp3oBars SSLy OTHOCHTENBHOTO
UCTIOJIB3YEMOT0 COCTUHEHUS C KIIMEHTCKUMHU PUIOKEHUSIMHU. DTO MOKET ObITh, Kak TCP, tak u HTTP
COEZIMHEHHUSL.

Bosnee noapo6Hy0 HHPOPMALIMIO O HACTPOUKAX JTAHHOTO MPUIIOKEHUS Bbl MOXKETE HAWTU B IOKYMEHTE

«OpenStore.CepBep TaHHBIX (PYKOBOACTBO a]MUHUCTPATOPA)».

HacTponkn KNMEeHTCKOro NpuroXeHus.
B kauecTBe KIIMEHTCKOTO MPUITOKCHUA Y HAC BBICTYIIACT Kacca.

st e€ HaCTPOMKH, KaK U C CEPBEPOM JJAHHBIX HEOOXOUMO CHauajla UMIIOPTUPOBATH MAKET
ceprudukaros. J{Jis 3TOTO 3aIMyCTHTE MPHIIOKEeHNE « MEeHepKep XpaHMIHIIA CePTUPUKATOBY U HAXKMHTE
KHOMIKY «Y CTaHOBHTD MAKET CEPTU(PUKATOBY, MOCIIE YETO BIOEPUTE PaHEE HIKCIIOPTUPYEMBI MMaKeT, KOTOPBIN
COJIEPKUT B cebe BCIO HEOOX0IMMYI0 HH(POPMAIUIO O cepTU(HKaTaX U 3aKPBITHIX Ktouax. Takxke Ha
3aKJIFOUYUTETHFHOM JTAle YCTAHOBKHM BaM HE0OX0IMMO Oy/IeT BBECTH MapoJib KIIMEHTCKOTO cepTuduKara.

[Tocie Toro kak makeT ObLT 100ABICH KaXIbI U3 Pa3/IeoB OyAeT 3al0JHEH COOTBETCTBYIOMIEM JTO
KacaeTcsl BceX pasfienioB, KpoMe pazzaena «CepTudukarol, K KOTOPBIM HET JOBEPUs» N100aBISATh
JTUCKPEIUTUPOBAHHBIE CePTUPUKATHI HEOOXOIUMO OTAEIHHO.

Jlanee MOYKHO NIPUCTYIIUTH K HacTporKaM npuioxenusa «Kacca», a uMeHHo B npuioxenun «Kaccay
MeperINTe K HACTPOMKAM JIOKATHLHOTO TPOdHIIA ¥ BO BKIIaAKe « CHHXPOHHU3AIMS YCTAHOBUTE TAIOUKY
«Hcnonb3oBaTh SSLy», mocne yero OyayT mocTymHa aBa mois «SSL-ceptudukar» u «Y 10CTOBEpEHHE
cepBepay 3aroJHUTh JaHHBIC TOJIS MOKHO KaK BPYUYHYIO, Tak U ¢ moMoIbio SSL nakera, mocie crnocod
SBJIICTCS OOJIee MPEeANMOITHTEICH. [IJIsT UMITIOPTUPOBAHUS HACTPOCK C MIOMOINBI0 SSL makeTa, Ha)KMHTE

OJTHOMMEHHYIO KHOIIKY M BHIOEpUTE paHee CO3/IaHHbIH MMakeT cepTU(HUKATOB, Aajiee ClieyeT BBECTH Napoib



KIIMEHTCKOTO cepTU(UKaTa U MOATBEPAUTh UMIIOPT HAacTpoeK. B pe3ynbraTe moss, oTHOcsmuecs k SSL
cepTudUKamy, OyayT 3aroHeHbl aBToMaTuyecku. [Ipumep 3amonHeHns BbI MOKeTe yBUAETh Ha PucyHok 3.
[Monmpobuyto nHpOpMAaIUIO 0 HACTPOHKAX JOKATHHOTO MPO(HIIST KAacChl BBl MOKETE HAUTH B TOKYMEHTALIUU

«OpenStore.Kacca (pykoBOJICTBO aIMUHUCTPATOPA)».

;;-,--F Hacrpoiikmn

e

| Obwme | OBopyaoBaHMe | MoacvcTeMel | CHHXpOHMIaLUWA |

Cepeep O3HHLIX: 127.0.0.1:2303

MNpokcw-cepeep anA Hitp-kaHana:

THN Kaxana: TcpIP -

lcnonszoeaTs 551

SSL-cepTrdmkaT: Cashbox
¥OOCTOBSPEHWE CepBepa: Server

T
R ¥YcraHoBHThL 551 nakert
AT

| BrICTpOS KoNMpoBaHKS

._? @ MpHHATD % OTMEeHHTD

Pucynok 3 Hactpoiiku Kacca, Bkiaaaka « CHHXPOHH3AIUS
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